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spyware.

() Malware, or malicious software,
is any program or file that is
harmful to a computer user. Types
of malware can include computer
viruses, worms, Trojan horses and

> @5 @agmre® (Spyware)

without the consumer's consent

[0 Spyware is a type of malware that
aims to gather information about a
person or organization, without
their knowledge, and send such
information to hack another entity
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» oo @ecebe Keystroke loggers

Keystroke logging, often referred to as
keylogging or keyboard capturing, is
the action of recording the keys struck
on a keyboard, typically covertly, so
that person using the keyboard is
unaware that their actions are being
monitored. Data can then be retrieved
by the person operating the logging
program

aat @DICRO] DzSBeH SEAS 3 ¢ RO @0,

SRI' LANKA

820050 0 @NE0 emMCT eIdPBen UL

» 000 DSeen BCS ©ewr O80»sl yedaws Backdoor

access to IT systems

A backdoor is a means to access a
computer system or encrypted data
that bypasses the  system's
customary security mechanisms

»>s8Bem anspen eei0n® 88® wewr B@rams 23 8 »Ri®
@ Q9ERB®OD Doy Phishing and targeted scams designed to steal

user credentials

Phishing is the fraudulent attempt to obtain
sensitive information such as usernames,
passwords and credit card details by
disguising oneself as a trustworthy entity in
an electronic communication.
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(DoS) ewoo. Denial of service (DoS) attacks intended to make
data unavailable

Atacer In computing, a denial-of-service attack
% - is a cyber-attack in which the perpetrator

o , seeks to make a machine or network
TTP faguests y o .
\ g resource unavailable to its intended

‘Q ‘1””««»)( users by temporarily or indefinitely
A e disrupting services of a host connected
to the Internet
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